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1
Decision/action requested

SA3 is kindly requested to approve the proposed solution. 
2
References

3
Rationale

This solution proposal is for key issue #4 and proposes CAG based UE access control check at AMF.
4
Detailed proposal

******** FIRST CHANGE ********
6.X


Solution #X: UE access control using CAG verification

This solution proposes the following:

· Include Cell Access Mode, CAG ID and 5G NR Femto ID along with NAS Registration Request message from 5G NR Femto to AMF.

· If AMF receives the cell access mode as closed access mode, AMF requests UDM to provide allowed CAG list for the UE requesting for the NAS registration.

· If the CAG ID received from 5G NR Femto is in the allowed CAG list received from UDM, AMF proceeds with UE authentication procedure and subsequent security context establishments as per legacy procedures.

· If the CAG verification fails (CAG ID received from 5G NR Femto is NOT in the allowed CAG list received from UDM), NAS Registration Reject is sent from AMF with the cause for unauthorized CAG access (as per TS 24.501 clause 9.11.3.2)

· This CAG verification can be done before proceeding for UE authentication procedure, or after completion of UE authentication procedure but before establishing NAS security context.

6.X.1

Solution details
Figure 1 shows the message sequence where CAG verification is done at AMF before UE authentication procedure.
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Figure 1: CAG verification before UE authentication

Figure 2 illustrates the message sequence where the CAG verification can be done after UE authentication procedure is successfully completed, but before NAS security context establishment.

In both scenarios, AMF requests UDM to provide allowed CAG list and checks if the CAG ID received from 5G NR Femto along with NAS registration request is in the received allowed CAG list. If this succeeds, further steps are executed as per legacy. If it fails, NAS registration reject message is sent with cause as unauthorized CAG access (per TS 24.501 clause 9.11.3.2).
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Figure 2: CAG verification after UE authentication

6.X.2

Solution Evaluation

This solution has impacts on 5G NR Femtocell, AMF and UDM. This solution can help avoid significant amount of signaling if CAG verification fails.
Editor’s Note: Further evaluation is FFS.
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